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Introduction

MiraCosta College’s (MCC) Information Security Plan is the guiding publication
where all organizational policies, processes, standards and employee
expectations are documented as they relate to safeguarding Controlled
Unclassified Information (CUI) and IT assets of MCC.

The National Institute of Standards and Technology’s (NIST) Special Publication
800-171 provides the framework on which the policies and processes in this plan
are based. Ensuring all electronic data is stored, processed, and discarded
according to NIST’s standards is a critical component of MCC’s mission. As
such, it is the responsibility of management, employees, and contractors at MCC
to adhere to the policies and procedures outlined below.

While NIST 800-171 describe the use of CUI, MCC further decomposes data into
categories of Public, Confidential, and Restricted information. When Public,
Confidential and Restricted information are not explicitly referenced, the broader
category of CUI is being described.

Unless otherwise indicated, “policy” refers to Academic Information Services
(AIS) policy rather than District policy. If it is a board policy, we will refer to it in
the document as a District Policy.

Within this document, you will find the NIST policies related to the following:

e Access and Control — establishes the rules for the access and use of the
network infrastructure

¢ Awareness and Training — training on security policies, procedures, and
technical security controls

e Audit and Accountability — ensures security controls are sufficient and
effective

e Configuration Management — establishes the rules for the maintenance,

expansion and use of the configuration and network infrastructure.

Identification and Authentication — establishes access controls

Incident Response — identifies incident response requirements

Maintenance — establishes resource and maintenance requirements

Media and Systems Communication — protection of information output

Personnel Security — describes requirements that limit improper use of

assets

e Physical Protection — identifies the measures that prevent physical
unauthorized use or access

e Risk Assessment — describes the identification and review of critical
processes

e Security Assessment — designates continuing efforts to ensure security
objectives
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e System and Information Integrity — defines ongoing efforts to ensure
appropriate controls are maintained

The Information Technology Security Officer (ITSO) has reviewed and approved
the document and is responsible for updating it annually. Additionally, ITSO will
ensure the policies are implemented, that the staff are compliant with said
policies, and that the appropriate steps are carried out in the event of an incident.
For any questions related to this document, please contact:

Anthony Maciel Steve Schultz Erich Donze
Associate Vice President/  Infrastructure Services & Information Security
Chief Information Systems  Systems Coordinator Engineer

Officer

MiraCosta College MiraCosta College MiraCosta College
(760) 795-6720 (760) 795-6737 (760) 795-6727
amaciel@miracosta.edu sschultz@miracosta.edu edonze@miracosta.edu

MiraCosta College Security Plan Page 4 of 9


mailto:amaciel@miracosta.edu
mailto:sschultz@miracosta.edu
mailto:edonze@miracosta.edu

o,

MiraCosTA
= COLLEGE

Table of Contents

I OTUCTION 1ottt vt et e s st e s et a s s e sns 3
SECtion 1 - ACCESS COMTOluuiriiiriirri i sa s sr e s sasssn s ses e sassen s srnsasssssnen 10
R T 0 LT T 10
L e T T T 10
LR T o T 11
L e TP 11
1.5 ENFOFCEMENT .ot ve st srsssmmss e s st s sa e e e 15
1.6 DISIIBUTION coeeieeeccieee e s rrme s s e e s nmn e e r s e e rame e 15
Section 2 — Awareness and TTAINMING ..o sesassssses 16
2.1 OVEIVIEW .vveecerririrsai e esessasss sessa s ss st s s sas st e saenensams sesasassanensansanssssnse 16
2.2 PUIMPOSE coveveeceesevsssasi e sestssssss s st ns s s s st s d s n st e st a s s enern e bassaen 16
P T T o = OO OO OO TS E S SOOI 16
y R = Tot TS 17
2.5 ENOTCEMENT ...oiiiiiei et sr s s s e sr s aenes s s e s ssaen 18
26 DISTRADUTION Leeers e e seerssr e s e ssre e e n e s nn e s e s s nee s 18
Section 3 - Audit and ACCOUMTADITIY ..o e e 20
3.1 OVEIVIEW ovreecerrerirrei e seassssasss sessa s as s e s ses e sss s sessnsasaenensanes sessasassenensansansassnse 20
T e 1T ST 20
B T T o 0 ST 20
B e ST 21
3.0 ENfOrcement ... 23
B I8 T S 23
Section 4 - Configuration Management. ... 24
A1 OVEIVIEW ovreereiririrrain e esesssasss s st ssss s sas e sss st sessnsassenessans sessasassenensnnsasssssnse 24
B2 PUMPOSE cocuveveeceesersesas e seessasss s st st ss e s s sa et e s s st e s e nanen e e bassaen 24
O T T o = O TSSOSO T SO S E SO O ESP 25
A4 PONCY corereveesiscssesssasessessssses sesssssssssssesssessasssssssmsesssessesssss s ssres s sesossessassses 25
4.5 ENFOFCEMENT ...ooiiiitiie et ss s e s s e aenan s e e rnssaen 29
L I T 14 T ST 29
Section 5 - [dentification and AUthentication ... e 30
5.1 OVEIVIEW .vereecerrerirrei e seassssanss sessa s as st s sssses e sssas sessnsasaenensanes sessasassenensensensassnse 30

MiraCosta College Security Plan

Page 5 of 9



—

MiraCosTA
=~ COLLEGE

B2 PUMPOSE .. e 30
o0 T o T SO UUUNTUUTOR: 1
Bl PONCY e 31

A, New User AccounTts 32
SeLecTing PassworDs/PHRASES 32
PazzworD/PHrRASE MinmMum STANDARDS: 33
PazsworD/PHRASE GUIDELINES 34

moom

PazsworD/PHRASE CHANGES 35
F.  SoFTWARE APFLICATIONS 35

55 Enforcement.. ... 35
BB Distribubion ... eaene 3B
Section 6 - Incident Response ... BT
B.1  OWemVIBW . BT
B.2  PUMPOSE oo n e T
B3 DO ettt ST
6.4 Policy . e 3B
A, ESTABLISHMENT OF AN INCIDENT RESPONZE TEAM 38
Risk AssessMENT CLASSIFICATION 39

5

DocuMENTATION AND COMMUNICATION OF INCIDENTS

S

ResromDER PROCEDURES
SrPECIAL SiITuaTions/BEXcERTIONS 41

mmo oW

IncioENT REFORTING 41
G, TrRamnG 41
6.5 Enforcement .. e 2
6.6 Distribution ... 2
Section 7 - Maimtenance ... B3
T4 Overview e A3
T2 PUrpose. . .o A3
B T T - OO o=
Tl POCY oot
A, ResronsiBiLITY TO MamTain FuncTiomaLiTy

£ E

B. Secumimy REsPoNsIBILITIES 45
C. BResrocwusieiuTy To CoMpucT PrevENTIVE MEASURES 45

MiraCosta College Security Plan Page 6 of 9



—

MiraCosTA
=~ COLLEGE

D. ResromMsiBILITY TO PREVENT UnauTHORIZED / INAPPROPRIATE ACCESS
anD DiscLosurRE

PermissieLe Access ey Data ManacseERs aMD STAFF
IMvESTIGATION oF MisconoucT

E & & & 4

E

F
5. Wrere ReauireD By Law
H Access For CowWoRKERS
l. ResFomsiBILITY FOR PoLicy ADHEREMNCE 49
J SvsTEM UsER RESPONSIBILITIES 49
K. MaNTEMAMCE OF INFORMATION SYSTEMS 50
Th Enforcement . . a2 B0
T8 Dhistribution. ... B0
Section 8 - Media and Systems Communications Protection.............................51
L O T OO i
8.2  PUMPOSE . e 32
L T T 1.1 S S U ST S OSSOSO OO URO TN URD OO .
B PoliCy e B2
A Meoia PROTECTION AND ACCESS 52
B. 5SvsTEm anD CommunicaTion PRoTECTIONS 53
C. Mass COMMUNICATIONS 54
8.5 Enforcement ... e e e e e e ren e DD
8.6  Distribution. ... 85
Section 9 - Personnel Security ... e 30
L I O T =T o OO -
9.2 PUMPOSE . e 5B
L R T Lo a1 T O S S S U OO U OSSOSO U RNPURDORROR.: -
S Polioy e e e B
95 Enforcement ... BB
L I I 1 o OSSO -
Section 10 - Physical Protection ... . B8
10.1 L T SO .- |
102 Ly L= SO .= |
B T o o - U
10.4 PrOIICY oot e e nee DO

MiraCosta College Security Plan Page 7 of 9



MiraCosTA
= COLLEGE

10.5
106

111
1.2
113
114
A.
B.
C.
115
116

121
122
A
B.
123
12.4
A

mm oo W

Enforcement .. e
DSt U O e
section 11 - Risk Assessment e e
OWEBIVIBUW oo oo e e e s e e e
P U DS et e
LT oo oSO
POl Oy e

Risk ASSESSMENTS
Hisk ANALYSIS
Risk TREATMENT PLan

Enforcement
Dt ON e
Section 12 - Security Assessment. ...
OWEBIVIBW e
Ty LT OO

SecuriTYy OBJECTIVES
SECURITY ASSESSMENT

T = SO
POl Oy e

STaTEMENT OF Posmon
CLASSIFICATION

NETWORK SEGMENTATION

TrusTED PoinTs
DaTa in TRANSIT
CLASSIFICATIONS
CLassIFicaTioN oF DaTa

CLassiFicaTioN oF Users
CLASSIFICATION oF EouiPMENT
CLASSIFICATION OF NETWORKS

REsSFONSIBILITIES

INFORMATION SYSTEM COMMUNICATIONS
B or et e
s L O e

MiraCosta College Security Plan

63

EEEE

65
66
66
67

BB B

59
59
59
70
70
70
74
75
75
75
76
76
76

g &

Page 8 of 9



o

MiraCosTA
= COLLEGE

Section 13 - System and Information Integrity ...

13.1
13.2
133
134
13.5
13.6

L U
PUMPOSE et e e e e e
B I e e e e e e e s e
POl Oy e
Enforcement e
Distribution .

Due to the sensitivity and confidential nature
of the information contained within this document,
the full document will be provided upon request.

MiraCosta College Security Plan

81
31
81
32
82
23
33

Page 9 of 9



	Introduction

